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ABSTRACT

There has always been difficulty with integration testing, particularly when the system being tested is big and
includes plenty of interfaces and subsystems. A strategy to designing End-to-End (E2E) integration testing,
which includes tool support, test case creation, and test scenario specification, is presented in this work. For a lot
of individuals these days, banking is essentially about using technology to do their financial chores. While many
tasks still need a visit to a bank office, supporting mobile usage is quickly becoming the core goal of many bank
initiatives. Large quantities of activity must be supported by the fundamental banking systems that handle
financial transactions, and they must continue to be highly accessible. Many applications in the fields of
medicine, civil engineering, marine engineering, military, and household use have resulted from this growth.
While the demands and difficulties in each of these fields vary, data security is a common factor. In this paper,
we share our experiences in modernizing and transforming banks and provide an overview of the approaches
that will be used to implement these significant initiatives. From the perspective of the end user, test scenarios
are given as thin threads, each of which represents a single function. It is possible to arrange thin threads in a
hierarchical tree structure, where each branch represents a group of connected capabilities that are represented
by a set of linked thin threads. Test engineers may do additional related jobs like risk analysis and assignment,
regression testing, and ripple impact analysis, among others, by using thin-thread trees to construct test cases in
a methodical manner. For the J2EE platform, a prototype tool has been created to facilitate E2E testing in a
distributed setting.

Keywords: - End-To-End (E2E), Representing, E2E Testing, Domains, Tool Support, Financial Tasks, Large
Programs, Financial Tasks, Threads, Integration Testing, Regression Testing.

INTRODUCTION

One type of alternative banking system is the agency banking model, wherein banks use non-bank agents to deliver
financial services. Local supermarkets, grocers, booths, pharmacies, and kiosks may fall under this category [1]. The
channel enables banks to provide their current services to locations where they lack the space to open a fully functional
branch, particularly in rural and isolated places where a sizable portion of the population lacks access to banking. In the
lack of bank branches, agency banking—especially in rural areas—has taken over as the main method of obtaining
financial services [1, 2]. When banks are not present in a certain location, agency banking guarantees prompt and easy
access to financial services. A bank or other financial institution with a license provides its customers with financial
services through a retail agent. These customer-friendly goods and services are often provided by the bank at its
branches, although an agent is also given charge of providing the services. Since its introduction to the banking sector
back in 2010, agency banking has performed incredibly well, attracting more customers than banking halls and offering
a wider variety of banking services that were previously exclusive to banking halls [1, 2]. Brazil is widely seen as a
trailblazer in this domain, having been among the first countries to implement the agency banking model. Over time,
the country has expanded and established a network of agent banks that serves over 99% of its towns [2].

After public block chains like Bitcoin and Ethereum gained popularity, researchers and practitioners discovered that
these systems' lack of efficiency, privacy, and governance made them unsuitable for corporate users' demands [2, 3]. As
a result, they created systems with authorization such Hyper Ledger Fabric, Corda, and Quorum. Block chains may
enforce a permission notion to keep data secret, run on bespoke hardware, be modified as needed, and offer various
designs based on a particular use case. As there are so many alternatives accessible, it is difficult to forecast results.
Vendors frequently brag about their systems' exceptional performance, but reliable comparisons of similar workloads
and circumstances are lacking [2, 3]. It is challenging to assess permissioned block chain systems because of their very
different designs. Although there are currently a number of publications available for benchmarking multiple block
chains, they fall short of meeting our requirements in order to provide a thorough performance review [3].

Today, the main method for ensuring quality is still testing. While there have been various testing approaches offered in

the past, the majority of them centre on module testing [3, 4]. In actuality, integration testing is frequently the most
costly and time-consuming aspect of testing [3]. Software development projects frequently allocate 50% to 70% of
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their resources to testing, and an additional 50% to 70% to integration testing. According to a survey of the literature on
integration testing, the majority of integration testing methods either investigate the programming or design structure of
the program or are based on concepts like gradual, top-down, and bottom-up integration [3, 5]. Though helpful, the
approaches that examine programming or design structure are limited to software created with such techniques in mind.

For instance, evaluating a legacy software written in COBOL may not be possible using an integration testing approach
designed for an object-oriented Java application [4, 5]. It's even feasible that the testing method won't work with a C++
application because C++ contains pointers whereas Java doesn't. The Department of Defence (DoD) started an End-to-
End (E2E) integration testing initiative as a result of these factors. This testing procedure confirms the proper operation
of a specified group of linked systems, which are now subsystems of the integrated system [5].

The term "core banking™ has historically been used to describe a number of services such as loans, deposits, payments
processing, merchant assistance, and card-related operations [6, 7]. This will apply to wealth management, commercial
lending, and monetary exchange markets for institutional banking [6, 7]. These tasks are widely acknowledged as
belonging to the conventional core banking areas, even if the exact breadth will vary throughout financial organizations
[6, 7]. These fundamental duties comprise the mission-critical, day-to-day activities that banks must support. The
highest availability requirements apply to the information technology and communication systems needed to provide
these services, since any disruptions to business continuity would have a substantial effect on banking operations and
revenue [7, 8]. For example, the average cost of downtime for brokerage and financial organizations is reportedly
between USD$1.5 million and USD$6.5 million per hour [8].

Furthermore, because of the enormous volume of transactions that need to be supported, these systems primarily
depend on high-end platforms or massive clusters of commodity hardware. The selection of platforms and technologies
for constructing core banking systems has progressed to the extent that current packages include an extensive array of
functionalities to cater to different functional areas. But in reality, these financial packages usually need a lot of
customisation in order to be deployed within the intended institution [8, 9], which frequently results in major delays
and higher project development costs. Our goal is to present a method for updating and/or replacing key banking
systems that draws from the knowledge gained from significant transformation initiatives [9].

Core Banking's Operational Scope and Motivation

In this part, we go over some of the main reasons for replacing core banks and start out by outlining the essential
components and functional range of core banking. This offers a starting point for supported functions. Furthermore, an
explanation is provided for the expanded range of tasks that are optionally regarded as a component of fundamental
banking operations [9, 10]. While each institution will have a different core banking program, the financial sector
seems to embrace the capabilities that are offered. We also provide an overview of the operational banking and channel
support systems [10, 11] for completeness. The relationship between core bank systems and various banking systems is
depicted in the following figure, Fig. 1. We first describe some of the main reasons for pursuing such a program, and
then go into more depth about each of the components that are shown in the following sections [11, 12].

Banking Customer Channels

Mobiles ATM Branch Call Center
Internet EftFos Intranet Brokers
Retail Core Banking Institutional Core Banking
: Waalth Commercial
Deposils Fayments Managemenl Deposils
Loans Crigination Money Markels Commercial Loans

Shared Core Banking Services

Financial Metworks Regulalory -
Cards (Eftpos, Swift, etc) Reporting Risk Managemant
Customer =
General Ledger Merchant Services Information Syslem Checking Systems

Fig. 1 System View Functionality for Core and Support Banks
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Motivation

The bank is frequently motivated to modernize by a number of variables that finally reach a critical mass and provide
the momentum to go forward. Existing methods and procedures that prevent the company from quickly introducing
new financial products to the market are typically where the momentum starts [12, 13]. They could be seen as rigid and
a hindrance to the market agility of businesses. Then, other driving forces that frequently surface include:

v" Since older technologies predate the more recent virtual channels, they limit the business's ability to handle
numerous emerging financial channels, such mobile and internet [13].

v" An important reason to start modernizing the bank is that having too many financial products adds to the
complexity of the market. As a result, product reduction and consolidation are often necessary.

v" The requirement to rationalize and reduce the number of active banking systems in order to control expenses.

v" A new core banking system should be introduced or existing systems should be upgraded due to the pressure that
rising transaction volume is putting on them [14].

v" Rival banks in the area declare their intention to update, and as a result, the market perceives them as more
forward-thinking since they are prepared to take risks rather than staying the same.

Lastly, the IT environment is also disrupted by the ongoing change brought about by mergers, acquisitions, and
business unit disposals [14, 15].

The Systems of Retail Core Banking

While the exact definition of "core banking" varies somewhat according on the organization and the area, the functional
areas that are commonly included in this classification include payment cards, loans, deposits, and origination. These
services are often connected to both retail customers and business entities in the context of core banking; we will now
provide a brief description of each of these core banking services [15, 16]. The cash management tasks that underpin
bank deposits made by retail customers are represented by deposits. While a bank deposit used to be a simple account
with a variable interest rate yield, there are now other products that need assistance, such as term deposits, check
accounts, trust accounts, loan offset accounts, and classic savings accounts. For both retail and business clients, secured
and unsecured loans make up the fundamental banking services [16].

Shared Core Financial Systems, Institutions and Other

The range of financial services provided to small and medium-sized enterprises as well as major organizations is
represented by institutional banking. This covers dealing with the money markets (trading and investing), managing
significant financial portfolios, and conducting business internationally [17]. As a result, several of the fundamental
functions—such as deposits, loans, and payments—are comparable to those of retail core banking; yet, they are focused
on assisting company operations on a commercial scale. These systems also include expanded interfaces for global
clearing networks, merchant support services for processing payments across financial-related networks, and wealth
management (including superannuation) [17, 18].

E2E testing is predicated on the completion and approval of both module and integration testing, which may involve
several stages of integration testing. Numerous facets of end-to-end testing are covered by the project, such as risk
assessment and assignment, ripple impact analysis, test design, test execution, test result analysis, and regression
testing. The test design, which forms the basis of the E2E project, is presented in this publication [18, 19].
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E2E TEST SPECIFICATIONS

Slender threads A thin thread is defined as follows in the DOD Management Plan: A minimally representative
number of external information that is input is converted through an interconnected network of systems (architecture)
to create a minimally represented sampling of external output data, forming a full trail (E2E) of data/messages. A thin
thread's execution serves as an example of how to carry out a certain task. Therefore, the integrated system's minimal
usage scenario is a thin thread. From the perspective of the user, a thin thread is essentially an entire scenario in which
the system receives input data, processes it, and outputs the results [18, 19]. Only one operation is described by the thin
thread, which also describes the entire scenario. Examples of thin threads in a financial application are successful local
bank withdrawals and unsuccessful remote bank withdrawals because of inadequate funds [19]. A thin-thread group is
made up of thin threads that have certain things in commonality.

Identify Thin Threads
An in-depth comprehension of the system being tested, including its operation and design, is necessary to identify thin
threads [19, 20]. System functionality-identified thin threads are black-box thin thread because they are detected from
outside perspectives of the system, whereas system structure-identified thin threads are white-box thin threads because
inside perspectives are taken into account. These suggestions might help you spot thin threads by using the banking
industry as an example:

e Analyse thin-thread groups by focusing on the core business operations. In other words, black-box thin threads are
found first. For instance, the primary functions of the banking system are as follows: check-balance, deposit,
withdrawal, and [19, 20].

e Analyse the inputs of thin-thread groups to break them down. The group check-balance transactions, for instance,
may be divided into two subgroups: one with proper inputs and the other with incorrect input.

e Analyse the outputs of thin-thread groups to break them down. Group withdrawal operations, for instance, may
result in two different outcomes: a successful withdrawal and an error message indicating insufficient funds. This
thin-thread group may thus be divided into two subgroups: successful withdrawal transactions and unsuccessful
withdrawal transactions because of insufficient funds [20].

e Analyse a thin-thread group's potential execution pathways to break it down. For instance, there are two ways that
group withdrawal transactions could be carried out: locally and remotely. As a result, it may be divided into two
smaller categories: withdrawals from nearby banks and withdrawals from distant banks [18, 20].

Connections between thin threads
The execution routes of thin threads are related to one another:

e Contained in: The execution path of a thin thread can be part of the path of another thin-thread. ¢ Identical:
Two thin threads have the same paths. In this case, they may share a certain set of attributes, such as
conditions [20].

e Independent: Thin-threads have completely different paths.

Construct Thin-Thread Trees

The root of a thin-thread tree represents the overall integrated system under test, a branch node represents a collection
of related thin threads (or thin-thread group) and a leaf represents a concrete thin thread. In most cases, the thin threads
within a thin-thread group are related by their common functionality [20, 21].

Thus, a thin-thread tree can be viewed as a functional decomposition of the system under test. Thin thread tree can be
constructed in many ways:

= Top-down: find the main thin-thread groupings and build the tree by breaking down the groups of thin threads at
each level; [22],

= Bottom-up: find the atomic use situations and build the tree by combining the thin threads (or groups) at each
level;

= Combined approach: Combine the method of top-down and bottom-up methods when working on the project. A
prime instance thin-thread tree for an application for banking is shown in Figure 3 [22, 23].
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Fig. 3 AThin-Thread Tree Examples [22]

Link Information to a Thin Thread

It is required to identify both the input and the output information as well as the altered data for each thin-thread/thin-
thread-group [22, 23]. In a banking scenario, for instance, a withdrawal transaction may include the following
information:

Bank ID;

Account information;
Account password;
Transaction information.

aooe

These files ought to be kept in the test database and linked to the relevant thin thread. They are helpful in creating test
cases.

Conditions
Predicates known as conditions have an impact on how thin threads are executed [22, 23]. When all of a thin thread's
requirements are met, it becomes active. Among the scenarios that might occur are:

= Conditions for communication: Delays in communication within time-out, recovery, security, and protocols
procedures are a few samples.

= Timing and sequence parameters: Order sequences, the maximum and minimum permitted delays, daily,
monthly, and quarterly updates, and cooperation amongst collaborating parties are a few examples.

= Data conditions: Data items are involved in these circumstances. Consider a user account.

Identify Conditions
Like thin threads, circumstances can be determined by the functioning and structure of the system [23]. Recognizing
the condition's advantages and disadvantages is crucial. Several pointers for identifying conditions include:

Determine the data conditions using a thin thread's input and output. For instance, account number, password,

withdrawal amount, and account balance may be submitted for a thin thread successful withdrawal transaction [22, 24].
Thus, the requirements for this short thread are as follows:
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A legitimate account number;

A matching, valid password;
Amount of valid withdrawal; and
Adequate amount in the account.

el A

a. Determine the external user interface's data circumstances. Examples of data elements that might be present in an
ATM user interface are the account ID, password, [24, 25], and payment type. As a result, criteria like a valid and
invalid account identification number and username may be deduced.

b. Determine the data conditions based on the information shared between software components. A transaction is
encrypted, for instance, by an ATM before it is sent to a bank. Therefore, a valid transaction message and effective
encryption are required for a transaction to be successful.

c. Determine the criteria for communication based on the logical and physical connections that exist between
components. For instance, an ATM's ability to communicate with its financial system identifies the need for proper
communication protocol.

d. Determine network conditions based on the physical linkage among dispersed subsystems. For instance, a point-to-
point connection and a maximum delay of one second may be conditions found in the connections between an
ATM and its banking system [24].

Connections among the Conditions

Testing every possible combination of circumstances might not be possible. In order for a tester to create an appropriate
set of test circumstances to test the application, it is crucial to analyse the links between the criteria. Common
connections between conditions are:

v"Independent: If one of two situations may occur without the other, then they are independent.

v Trigger/trigger-by: One situation might cause the other to come into play.

v" Mutually exclusive: If two conditions cannot both occur at the same moment, then they are mutually exclusive.
For instance, having a legitimate bank account is one need that conflicts with another prerequisite [21, 22]. Bank
account not in good standing.

v' Related: If two criteria appear in the same thread or are mutually exclusive, they are connected to one another
[22[.

Construct Condition Trees

To make reuse and administration easier, conditions can also be arranged into a tree structure [21, 22]. Like a thin
thread tree, a test tree has the system being tested at the root, a set of related conditions at the branch node, and a
concrete situation at the leaf nodes.

Thin Threads Tree and Conditions Tree Relationships

There is an interdependence between the thin thread tree and condition tree constructions. First, conditions may be
identified using the thin thread tree [22, 23]. Certain thin threads, such successfully local withdrawal transactions and
successful distant withdrawal transactions, could have the identical input data condition, for instance.

Certain thin threads could be subject to exclusive requirements; for example, a successful local withdrawal transaction
could also fail if the user password is incorrect. Conditions can be found by analysing the thin thread tree [24, 25].

Checking for Completeness and Consistent (C&C)

Slender threads C&C indicates that every E2E system function can be tracked back to the system description and is
recognized without leakage or conflict. Moreover, each thin-thread and thin-thread grouping has had all the
requirements fully and consistently linked to it [22, 23].

CREATING TEST CASES AND SCENARIOS

Creating Test Scenarios

The system under test's atomic E2E functions are identified by thin threads. Testing is not, however, restricted to the
performance of atomic operations. In addition, a series or a blend of atomic operations may be included [22]. The
following operators are used to build composite thin threads, which are specified by a sophisticated test case:

» Sequencing: A different approach thin thread can follow a thin thread immediately;

» Looping: You may repeat a thin thread several times; [24], and
« Conditioned execution: This creates a complicated test case by include the control decision.
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times =n

Fig. 4 Example of Complex Test Scenario [26]

E2E TEST CASE GENERATION
The following methods can be used to create test cases from a thin thread or complicated scenario:

(1) Using various testing strategies, determine whether input data fulfil the thread's criteria; and
(2) Use the thread description to ascertain the anticipated outcomes [26, 27].

Assistance for Tools E2E testing is difficult
An online communication instrument has been created to facilitate the examination. As seen in Figure 4 [29], the tool
has a three-tier design and is implemented on the J2EE platform via Enterprise JavaBean (EJB) [27, 28].

1. Test data is stored on file/database servers located at the backend;

2. The fundamental tasks of the E2E testing are carried out by the intermediate layer; [30],

3. The presentation layer is the top tier. It offers customers a variety of graphical representations of the test data and
analytical findings.

CONCLUSION

The implementation of a bank modernization program needs strong backing from business sponsors and stakeholders.
As with any significant change, experience has shown that these initiatives will be delivered under a great deal of strain
and will benefit from good technical and project management methods.

A methodical approach to E2E testing design, comprising test definition, test case creation, and tool support, is shown
in this work. The following features of the strategy are present:

(1) It employs combined white-box and black-box evaluation methodologies, which yields adequate data for
functional test case development, coverage analysis, result analysis, defect detection, and software assessment;

(2) Low-level source code implementation and high-level use case description are connected by thin threads;

(3) Because it's semi-formal, it's simple to employ;

(4) It may be used with contemporary approaches like OO to apply it to both old systems and applications;

(5) It makes test case and scenario reuse easier;

(6) It facilitates change management, which enables accurate and effective execution of regression testing and ripple
impact analysis;

(7) It facilitates dispersed collaboration and remote project management, enabling engineers and project managers to
collaborate online.
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